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Namc of signatory: \1atthcw Tillcy

Title of Slgnator\': Vice Prcsident

L \Iallhc\\ Tilley. ccrtify that I am an officcr ofthc cOlllpany naulcd abovc. and acting as
"" agcnt of the cOIlI11any. that ] havc pcrsonal knowledgc that thc compauy has cstablishcd
o/,cr;l1ing proccdures that arc adequatc to cnsurc compliancc wIlh thc COlllmission's Cr"il rules.
Sec 47 C.F.R. ~ M.2001 er s(''1.

Allachcd to this ccrtification as Allachmcnt A IS an accompanYlllg statemeut cxplallllllg
ho\\ the companv's proccdurcs cnsure that the Company IS in compliance with the reqUlrcmcnts
(including those mandating thc adoption of CP'\I procedurcs, training, rcconikecplllg. and
supcrnsory rC\'lcw) set torth III section 64.2001 et s('(f. of the Commission's rules.

Thc' COlllpany has not taken actions (i.e., proceedll1gs instituted or pctillons filcd by the
COlupany at elthcr state commiSSions. the court system, or at the COlllmission against data
brokers) against data brokcrs III thc past year.

The Company has not reccivcd customcr complaints In the past ycar conccnllng the
unauthol'llCd release of CrN!.

The Company reprcscnts and warrants that the abo\'e certlficatc IS consistcnt With 47
eLR ~].17 which rcquires truthful and accurate statcments to the CommiSSion. Thc COlllpany
also ;lCknowledgcs that false statcments and mlsrcprcsentatlons to the ('onuulssion arc
punlShahle lindeI' Tltlc IX of the U.S. Code and m" \' SlIblcctlt to enl,)rcemcnt actton.

Allachments: Allachment A: Accon • nYlllg Statemcnt Explallling CPi\ I Proccdures
Attachmcnt 13: Exp]anation of Actions Takcn Agalllst Data Brokcrs
Attac blllcn! C: Sullllllary of Customcr Comp laints



Attachment A
COM-NAY. I:\C.

STATEMENT EXPLAINI'IG 1I0W THE COMPA'iY'S OPERATI'iG PROCEDt:RES
ENSURE COMPLIANCE WITII THE FCC'S CP'II RULES

I. Custom,'r Proprietary Network Information ("('1''11'')

CI'NI is dcfined III S~ctlon 222(1) of the ('olllmunicatll111s ;\el as (A) lllf'l1"1natlon that relates
\<) Ille qU'Ulilty, techJ1lcal eontiguration, type, dcstinatlon, and amount of use of a
tl'lccOIllJl1t1l1lcoI110nS service subscnbcd to by' any' customer of a tekcOlllnnmicatiol1s carrier.
'''Id tllat is nlade available to thc carner by the customer solely by virtue of Ihe carncr-
enslonler relationsbip; and (13) infonnation contained in tbe hills pert,nnlng to tclcphnne
cxcbange service or tclephonc toll servicc recelvcd by a customcr of a earricr (except that
CI'NI doe,; notlllclude subscriher list information),

(;cllerally, ('1''\1 includes personal lI1i'Jrlllation rcgardlng a consiliner's usc of IllS or her
lelecommunicatlOnS scrvices, CI''\I encompasscs II1fonnatllln snch as: (a) tile telephone
Innnher,; called by a consumer; (b) the tclephone lllllnbers calling a eustonler; (c) tlte t;lI1e.
location and duration of a consumer's outbound and inbound pit one calls, and (d) the
telecolllmlll1leatlons and infonnation services purchased by a consumer. The only CPN! that
IS gcnerated by the COll1pany is the type(s) of paging sen'lce purchascd by a customer.

Call ddad inl(llmation is a category of CP'\I that is particul'lrly sensitive from a privacy
standpOint and titat is sought by pretexters, hackers and othcr unautltoni'ed elltlties for
illegitnnate purposes, Call detail includes any infmmation tltat pel1,nns to the transmiSSion
,)1'" spccllic lelephonc call, 'including tlte number called (tl)]" oulbound calls). the ninllber
f,."n~ \\'hlcb tbc call "'as plitced (for Illbound calls), and tbe date, tlnle. location and:or
dnL,tlon of tile call (far all calls), The Company's paging operatll)nS do nOI generate call
dcl,lJi ill[(lnll~ltloIL

II. rse aud Disclosure of CI''i1 Is Restricted

Tbc Company recognizcs that Cl'Nl includes Inf'l1"1llatlon that IS personal and indl\'ldually
idcnttfiable, and tltat pnvacy concerns have led Congress and the FCc.: to ll11pOSerestnctlons
IlPOIl ItS use and eltsclosure, and upon the proviSion of acccss to it hy indiVIduals or entItIes
InSide aud outSide the Compall)',

Thc COlllpany has designatcd a CI''\I ('omphance Ofiiccr who IS respollslhle l'or: (I)
l"Oil1l11lill1Ciltln~ With the Company's attorncys and or cOllsultants regarding CPN!
respollsihilitles, rcquirements and rcstnetions; (2) supcn'lslng the traimng of Company
cmployces and agents who usc or have acccss to ('1''\ I: (:\) supel'\"ising the use, disclosure.
distributloll 01' access to the Company's CI'NI by indcpendent contractors and JOint venture
p'lrtnCl's: (4) Illalntaining records regarding the usc of CI'1\! in marketing cilmpalgns: and (5)
rCCCI\lllg. reviewing and rcsoh'lllg questions or ISSUL'Sregarding lISC. disclosure. distnbution
ell' prCl\lSllll1 or acccss to CI'NI.



COllll""IV employees and agcnts that may deal with CI'NI hav~ bcen 1l11lHlncd that therc are
,,"bstantlal federal restnet;ons upon CP:\I usc. distnbution and accesS, In order to be
authonzed to usc or access the Company's CPN!. cmployees and agents must reeel\T
Irainll1g \\ Ith respect to the requircments of Section ~22 of tbe COmnnll1lcat;ons Act and tbe
H 'Cs CI'NI Rules (SubpaI11; of Part M ofthc fCC Rnles),

llelc)re an agent. independcnt contractor or .I0int \enturc parlner may rccci\'c or be allowed to
,,,'Cess ()J' use the Company's ('1':\1, the agent's. independcnt contractor's or!oint vcntnre
parllier', agreement With tbc Company must contain proviSIOns (ll!' the Company and the
agent. ",dependcnt contractor or jOlIlt vcnture paI1ner mnst enlcr into an addIllonal
confidcnt"JiilY agreemcnt which provides) that: (a) thc agent, independent eOlllractor or .I0int
ventnrc partner may usc the CP:\I only for the purpose for winch the CPI\I has been
pro\'idcd: (b) thc agent. independent contractor or jonll \'enture pari ncr may not (hsclose or
d,stnbute thc CI':\I to. or allow access to the CPNI by. any other party (unless the agent.
independent contractor or jOll1t venture partner IS exprcssly and speeJfieally reqlllrcd to do so
I)\' a ClJnrl order); and (c) thc agent. Independent contractor ll!' .I0lnt vcntnre partner mnst
1111plclllcllt ;Ippropriate and specIfic sarc~uards accept;lblc to tile COlllp;tll:' to ensure the
cOlltidentialil\ of the Company's CPN!.

Ill. Protection of CI':\'I

I, The Company may. aner receivll1g an appropriate written request li'om a customcr,
(iJsclose or provide the customer's CI':\I to the enstomer by sending it to the customer's
address or record, Any and all such customer requests: (I) nlust be madc in \\ntll1g; (2) Illust
Include thc eustOiller's correct billing name and address and telephonc IIl1mbcr: (~) must
spccl!\ C\actly \\ hat type or types of CPNI must be disclosed or pro-idcd: (.j) must speci fy
the tllnc pcriod Il)r which the CPNIIllust bc disclosed or provJ(led; and (5) must be si:med by
the customer. The Company will disclose CI':\I upon aflirmallvc \\ritten request by the
Cl:,tomcl' to an\' person designated by thc customer, but only aftcr the Company calls the
('l"tomer's telephone number of record and;or sends a notification to the cu:;tomer's address
of record to ven fy the accuracy of this request.

2 The Company will proVide a customcr's ('1'1\1 to a la\\ enfmcement agency in accordance
"ith applicable legal requirements.

" The COlllJ"ll1Y docs not presently employ customer pas;;\\ ords and "sharcd secret
qllc~ljon-;lllS\\.cr comhlllations to protect the CPNI ~cllcri.lted hy liS customers hcc<lust' such
CI'\I does Ill)t Include call detaI1mformation,

,1 ClImp'lll\' cmployees authenlleate all tclephone reqllest:; !tH' ('1'1\1 in the same nlallner.
C'omp,ul\ employee;; must: (a) send the requestcd information to the custonler's postal or
eleetl'l1l1lc "address of record" (sec definition abo\'e);" ()J' (b) call the customer back at the
cll;;lomcr's "telephone number of record" (sec definillon above) with the requested
111t iJr1l1at i ll11.



5. The Comp,my has adopt cd a policy that it docs not and Will not usc. ,lIscJosc or permit
"cccss 10 CP1\1 by an affiliate.

(, Whell .,n existing eustomcr calls the Company to Il1qlllle about or order ne\\. additional or
moddied sen'lces (JIl-bound marketJllg), the Company may usc the cuslomer's CPNI other
Ihan c,,11 detail CPNI to assist the customer for the dmatlon of the customer's call If the
Comp'lIlY IHovldes the customer With the oral notlcc Icqllll'cd by Sectiolls (,4 200X(c) and
(,42()()S(t) of the FCC's Rules and after the Company authentic"tes thc ellstomer.

7, Th,' Company has adopted a policy that it docs not and will not use, disclose, or permit
"cccss 10 CI'NI In connection with Company-initialed marketIng or services to which a
cllstOl1ler does not already subscribe from the Company (oul-boulld markellll~).

~. The Company's employees and bJillng agents may usc CI'NI to Inltlale. render. bJiI and
cpllccl for leJecommUl1leatlons scrvices. The Comp"ny m"y obtain ,nfonnatlon from new or
nistlllg customers that may constltutc CI'NI as part of apphcatiolls or requesls te'r new .
•Illrlltlonal or moddied serVlecs, and ItS employees and agents may usc such customer
:n!onll,ltion (\\'lthout further customer approval) to iJlltlate Jnd pnlVide the ser\lces.
1.lkcwise. Ihe Company's employees and billing agents may usc customer scrvlce ,,"d calling
records (wl\hOUI customer approval): (a) to hill customers for services rcndered to them, (h)
10 InvcsUg,llc "nd resolve disputes with customers regardJllg theIr bills: "nd (c) to pursue
\c""I. arbilr"tlon, or other processes to collectl"te or unpaid bIlls from cllstomers.

'J. The Cpmp"ny's employees "nd agenls m"y use CP"i1 wl\hout CIISlomcr appnwal to
I'n)teci the Cpmp"ny's nghts or property, ami to protect users .1Ild other carriers from
fr,Il,ciulenL "busJ\'e or illegal lise of (or subscripllC'n to) Ihe tc\ccommUlllc"tlons senlce from
\\;'IC;' the CPNI 1Sdel'J\'Cd. Because allegations and Investigations offraud, abllse and Illegal
"s,' constilute Very scnsltJ\'c matters. any access, use. ,lIsclosllre llr disinbutlllll of CI'''i1
1)',11"I"nt I" IhlS SectIon IllUSI be cxprcssly appro\ed In "dvance and ,n \\Tlling by tile
<,',);1)I"'"V', CPNI Compliance Officer.

i 1\. Tlie CClmp.IllY's employees, agents. Indcpcndent COiltractors and jOIlJ! venture partncrs
""" NOT IISCCI'NI to identIfy or Irack customcrs \\'Il() have marie c,dls 10. or recclved calls
1"0111.compctlllg carricrs. Nor may Ihe Company's cmplo\'ces. agellis. Independel1t
COlliraclors or JOlnl vcnture partners usc or d1sclosc CI'l\1 1',,1'personal reas""s or prufil.

II. CC'IllP'JIlYpolicy mandates that tiles cDntall1lng CI'NI be IlJ'II11,"ncd III a secure manncr
slIch tllat they CJnnot be used, accessed, disclos~d or distnbuted by unalltho1l7ed indiViduals
vr III ~1Ilunauthorized manner.

J 2 P'IJ,er liles contall1lng CPN! are kept in securc areas, and may nol be used. rcmoved, or
wpled III an unauthonzed manner.



13 Company employccs, agents, independent contractors and JOint vcnturc paliners arc
rcquircd to not I fy thc epNI Compliancc Officcr of any acccss or sccurity problems they
encountcr with respcct to filcs containing epNJ.

14 Thc C,,,np,my may pcrmit Its customers to cstabl,sh online accounts, but must requlrc an
apP,op""tc password to be furnisbcd by the customcr beforc hc or shc can "cccss any Cpl'l
111hiS 01 Iicr online account. Passwords may NOT be bascd upon rcaelrly obtainable
i)lographlcri IIlfolinalion (e.g., thc customcr's namc, motbcr's malden n,mlC, social seculI!\'
I1lllnl1cr or d",c of birth) or account 1111'Olin at ion (e.g, tbc customcr's tclephonc number or
"cldrcss).

15 Customcrs may obtain an milial or rcplacemcnt pass".orcl: (i) If thcy comc in pcrson to
the Company's business officc, producc a drlvcr's Iiccnse, passpol1 or othcr go,.ernment-
Issucd Idelltlfication verifYll1g then identity, and corrcctly answcr certain questions regarding
thcir scrVILe and address; or (ii) if they call a spcclficd Company telephonc numbcr from
Ihclr tclcphone uumbcr of rccord, and thcu walt at that III11nbcl until a Company
Icprescut;III\C c,rlls tbcm back and obtains correct answcrs to CCrt"Hl qucstions rcganling
thclr SCI\ICCami add,css

I(•. The COlllpany wrlluotl fy customers IInmcdiately of Lcl1am changes In thclr accounts tbat
Ill"y "ffcct p"'acy or security mattcrs,

;1. Thc typcs of cbangcs that require immclliatc notification Inelude (,,) change or request
I.or chaugc of tbe customer's passwold: (b) change or rcqucsi tOI changc of thc
ellstomcr's addrcss ofrecor"; (c) changc orlcqucst 1'01changc Of;IIlY significcll1t c1cmcnt
of thc customer's online account; and (d) a Lhange or requcst for changc to thc
cuslomcr's responscs With rcspcct to thc back-up mcans of ,ullhcntlcatlon for lost or
1'01gotten passwords.

b. Thc not ICCmay be providcd by: (a) a Company call or vOlccmarl to thc customer's
tclephonc number of rccord: (b) a Company tcxt message to thc customer's tclcphone
numbcr of rccord; or (c) a written notice marl cd to thc customcr's address of record (to
the cllstomer's p"or address of rccord if thc changc II1cludcs a challgc in thc custolllcr's
adelress of rccord).

I: Thc IlOllLe must identify only the general tvpe of change ,ulli must not rc'.cal the
C.!l,lllgCl! 1111l)rmatl0I1.

d I'he COlllp"ny cmploycc or "gcnt sendll1g the notIce must prcpalc "nel furnIsh to the
CI':\ I Compliance Ofticcr a memorandum contallllng: (a) thc name, aeldress of rccord,
;1Ilt!tclcphone numbcr of record of thc customer notitied: (h) a copy orlhe exact woreling
of thc text messagc, wntten notice, telcphonc message or voiccmatl messagc compnslllg
the notlcc, and (e) thc datc and time that the notice was scnt



17. The Company must provide an initial notice to law enforcement and a suhsequent notice
to the customer if a security breach results in the disclosure of the customer's C:PN! to a third
party without thc customer's authorization.

<I As ';0011 <IS practicable (and in no event more than seven (7) d,"'s) ,titer tlie Company
dl;;co\uS tliat a person (wilbout allthorlzation or exceeding authorization) has
II1lclliionaily gained access to, used or ciiscloscd CI'1\I, the COlllpany must provide
e1ectroluc notitieation of such breach to the Lnited States Secret ServIce and to thc
Federal Bureau of Investigation via a celltral reporting facility accessed through a link
inailllained by the FCC at hlli)://www.fCc."ovieb/CI~li.

J 8. The CompallY will providc customers with access to CI'NI at its retaIl locations if thc
customer presents a valid photo ID and the valid photo ID matches thc name on the account.

19 Tlie Company takes reasonable measures to discover and protect against activity that IS
Indlc;lllve of pretexting meluding requirIng C01l1pany cmployces, agents, Independent
cOlltractors '111djOllll venture partners to notify the CPNI ComplIance Officer imllledlately by
voice, vOlceln,nl or email of: (a) any suspicious or unusual call requesting a custonler's call
detaIl inl,mnatlon or other CPNI (including a call where the caller furnishes an incorrect
password or incolTect answer to one or both of the "shared secret" question-answer
combinatIons); (b) any suspicious or unusual attempt by an individual to change a customer's
password or account Infonnation (meluding providmg inadequate or illappropriate
Idcntification or IneOlTect "address or record," "telephone number of record" or other
slgmficant selvlee information); (c) any and all cliscovercd instances where access to the
Company's electronic files or databases cOlltaining passwords or CrNI waS denied due to the
11I"0vl510nof ;ncorrect logins and/or passwords; alld (d) any complaint by a customer of
ullailihort/ed or Inappropriate usc or diselosure of IllS or her CPN!. The CI''i1 ComplIance
Onice:. will reqllest fUl1her infol111atioll In "'rI 11IIg, and Illvestigate or slIpervise the
'llvcstlgatlon of. any incident or group of incidents that reasonably appear to cntail
prc:cxtillg.

IV, C 1':'111Compliance Officer

In :Iddltlon to tile specific matters required to be reViewed "nd approved by the Cnmpany's
CI'NI Compliance Officer, cmployees and agents, independcnt contractors and Jonlt vcnture
partncrs are strollgly encouragcd to bring any and all othcr questions, issucs or nncertalnties
rcgardlng the usc, disclosure, or access to ePN! to tbc attention of the C0111pany's CPNI
C:Olllpll'lllce Offiecr for appropnate invcstigatlon, rcview and guidancc. The extcnt to which
<l partlcnlar employcc or agem brought a CPNI matter to the attell1ion of thc CI'\:I
C<)lllpitance Officer and reccived appropriate guidancc IS a matcrtal consideration In any
disciplinary action brought against thc cmployee or agent for Impermissihle usc, disclosure
or access to CPNI.



V. Disciplinary Procedures

Tilc C,)mpdny bdS Informed Its employees and agellis. Incicpelldelll conlldclOI, :lI1d .i,)inl
vc'nll:re parlllers Ihal it cOllsiders compllancc ,,'illl thc Comllllllllcations Ael dnd FCC Rules
:("'~d:(ilng t1lc usc. disclosurc. and acceSS to CP"!I to he ITII Illlponanl

\lOlatlon hy Company employees or agcnts of such CI''\I reql1lremcnts w1l1 Icad to
disciplinary :Icllon (including remcdial traimng. repnmands. ullfalorable perlormance
lel:CIlS. prol1:1110n. and tcrmination). dcpcnding upon the ClrCllmstances of the liolatlon
(includlllg the sClenty of the VIolation. "hetllcr the I 10iatHlIl "as a (irst tllllC or rcpcat
I 'UldiIOII. whctllcr appropriatc guidance WdS sought or rcceivcd li'om the CI'NI Compliancc
Ortiecr. :lI1d the cxtent to whIch the I'lolation was or "'as llot dellherate 01 maIIClow;),

\Iolalloll by COlllpany Illdepclldent contractols or ,101111ITllturC partllers of such CI'1\1
,,"JI":"'"lcnts "iii lead to prompt diSCIplinary aelion (up to and IIIc1udlllg :'clllccildl tr:lining
:l1ld ;crllllll:1110n oftllc contract.).



Attachlllent B

COM-:"AV,II\C.

STATEMENT OF ACTIOi\S TAKE:" AGAII\ST nATA BROKERS

" D,:r"IS CliclJ(i;]r Year 2UIU, the COlllpany h:rs instlilltcd the tollomll~ prlll't'cdlll~. or filed
:;~e ,~)II')\\1l1S;lclllions. a~alllst data brokers hefore the I.cderal C,)lllll1lllllc:rl!llnS
COin;;: 1S:-;]O]l'

'\0'\'"

R. Dllnn~ Calendar Year 20!U, the Company has instltllted thc tilIIO\\,n~ proceeding. or riled
lhe tilllo\\'1l1g pelltlons, agalllst data brokers before the stale pllbllc Iltillty Cillllllllsslon(s)
ha\";!1:; 1urisdlctlon o\'er it:

(' Dllnn~ Calendar Ycar 2010. the Company lIas lnstitllied the folJo\\'in~ proccedlllg. or tiled
the ti,llomng petitions, against data brokers bcfilre the 1'0110\\ ing fedcr;d or state courts:

"ONE



Altachlllent C

COI\I-NAV,I:\C.

SU\nIARY OF CLSTOI\IER COI\II'I.Ali\TS
REGARDI:\G U:-';AUTIIORIZED REI.EASE OF U':-';I

A. Duriu!" Caklldar Year 20]0, thc Company has received the Jollowing llunlher of cust0mer
c()Jnplaints related to unautlwrized access l0. or disclosure of~ CP"11 due 10 Improper access
hv Company employees:

\ONI:

II. DUrJng C<Ilen,lar Year 20J(J. the Company has recei\ed the Illllo\\lng numher 0r custllmer
CllI1~I'Lllll(;; related t,) nnauthllrJ/.ed access to. elr dlsclosL1I'e of. C['i\1 due to Improper
dl;;closL1I'cto IlId"'lduals not authorJ/ed to recclVe' the InI()rt11atI0n:

V)NF

C J)urmg (,;Ilendar Year 20]0. the Company has receivcd the follo\\lng number llr customer
colllpl,nnts related to unauthorized access tll. or ,hsc1osure of CI'\I due to Improper access
10 01tillle InfurJnation hy individuals not authllrJzed W \Ie\\ the infc1I'Ination:

D. I.JL1I'ln!"CIlc'lldar Year 20 IO. the Company has bee()Jllc aware of the follo\\'ing processes that
pretextcrs are using to altempt to access its CI'\I:

\OCJE


